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Abstract

The evaluation of various API types reveals distinct strengths and weaknesses. REST APIs exhibit inefficient performance with high
average response times and an error rate of approximately 14%, indicating potential delays and instability under load. SOAP APIs,
with an average response time of 167 ms, perform better than REST in terms of speed but still lag behind GraphQL and have a
slightly higher error rate of 14.80%. GraphQL demonstrates the fastest average response time at around 171 ms, offering high
efficiency in data delivery, although its error rate is notably high at 15%, signaling a need for improved stability. RPC APIs, with an
average response time of 238 ms, are less speedy compared to GraphQL and SOAP but excel in stability with a very low or zero
error rate, making them highly reliable under high loads. Overall, GraphQL is optimal for applications requiring rapid data
interaction, RPC is best suited for scenarios demanding high consistency and reliability, SOAP offers a middle ground, and REST
may be appropriate for simpler, less demanding applications.
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1. Introduction

With the rapid advancement of information technology, the demand for fast, reliable, and efficient application services
is increasing (Fhonna & Fadli, 2022). APIs (Application Programming Interfaces) play a crucial role in meeting this
demand by providing protocols, tools, and definitions that enable seamless communication between various
applications (Suwarno & Yulandi, 2023). The choice of API protocol and programming language significantly impacts
the performance and reliability of services (Dinegoro & Winengko, 2020). Previous studies have shown that REST API
applications developed with Go exhibit high stability, while C# and Java also offer good performance (Dinegoro &
Winengko, 2020). Go (Golang) is known for its high performance, concurrency capabilities, and stability.

This study aims to analyze the performance of three main API protocol models REST, SOAP, and RPC through
simulations of key operations such as Create, Read, Update, Delete, Sorting, and Searching. The analysis seeks to
understand the strengths and weaknesses of each protocol and their impact on overall application performance (Rak,
2023). In the context of microservices architecture, which allows for dividing a system into independent modules that
communicate through APIs, selecting the right API protocol is crucial for optimizing the entire system (Sari,
Kurniawati, & Muriyanto, 2021). The results of this study are expected to provide comprehensive guidance for
application developers in choosing the most suitable API protocol for their specific feature requirements, in line with
modern application development standards (Pontarolli, Bigheti, de S&, & Godoy, 2023).

2. Research Methods
In the initial stage, the researcher conducted a literature review to explore theories related to APIs and API protocols,

as well as tools such as load testing and stress testing (Abdullah & Daud, 2023). The purpose of this review was to
build a conceptual foundation and gather relevant scientific references. Next, the researcher developed a backend
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application using the Echo framework with the Go programming language, which produced API endpoints for various
operations such as creating, reading, updating, deleting, sorting, and searching data (Effendy & Adhilaksono, 2021).
This stage aimed to create an application capable of simulating the processes to be tested (Abdullah & Daud, 2023).
The following are some of the related theories:

a. API (Application Programming Interface)

An APl is a set of rules, protocols, and tools that allow various software applications to interact with each other (Woody,
Burdick, Lapp, & Huang, 2020). APIs enable different systems or applications to communicate and exchange
information, utilize services, or use functionalities provided by other applications or platforms (Wu, Jing, Zhang, Kong,
Xie, & Huang, 2020). They are often used in software development to integrate or connect different components within
a larger system(Gonzélez-Mora, Garrigés, Zubcoff, & Mazon, 2020).

b. API Protocol

An API protocol is a set of rules, formats, and specifications used by applications to communicate with each other
through an API (Application Programming Interface). These protocols define how data is sent, received, and processed
between different applications or systems (Belouin, Chen, & Wang, 2021). API protocols ensure that interactions
between applications proceed correctly, allowing them to understand each other’s data structures, the messages sent,
and how to access and use the services or functions provided (Fhonna, Afrillia, llhadi, Agmal, & Afwan, 2022).
Common examples of API protocols include HTTP (Hypertext Transfer Protocol) for web communication and REST
(Representational State Transfer) for designing stateless web APIs (Saif, Lung, & Matrawy, 2021).

c. REST API

REST API (Representational State Transfer Application Programming Interface) is an architectural approach used in
developing web services to communicate with other software via the HTTP protocol. This approach focuses on
simplicity and scalability in designing distributed systems (Kemer & Samli, 2023).

d. SOAP API

SOAP (Simple Object Access Protocol) is a widely used protocol for message exchange in distributed computing
environments. It provides a standardized way for applications to communicate over a network, regardless of the
underlying platform or programming language. SOAP is designed to support interoperability between different systems
by using a common XML-based messaging format, which allows different applications to exchange information in a
structured and platform-independent manner. This makes SOAP particularly suitable for complex, enterprise-level
applications where reliability, security, and transaction integrity are critical (Cinci, Cerasi, & Gultekin, 2022).

As an XML-based protocol, SOAP encapsulates messages in a specific format that includes a header and a body,
ensuring that both sender and receiver understand the message content and structure. This format allows for extensive
flexibility and customization, enabling support for various standards such as WS-Security for secure message exchanges
(Tiwary, Stroulia, & Srivastava, 2021). Despite its robustness and flexibility, SOAP is often considered more
heavyweight compared to other protocols like REST due to its reliance on XML and the additional overhead of
processing SOAP envelopes. However, its built-in support for security, transactions, and complex operations makes it
an ideal choice for scenarios that require a high level of reliability and security in distributed environments (Syed,
2021).

e. GraphQL API

GraphQL is a query language introduced by Facebook in 2015. Unlike REST (Representational State Transfer), which
requires the client to request data in a predefined format from the server, GraphQL provides clients the flexibility to
specify precisely what data they need. With GraphQL, clients can create queries that define the desired data structure,
and the server will respond with data that matches the query (Lee, Kwon, & Yun, 2020). This allows developers to
retrieve only the required data without loading unnecessary information, reducing the number of network requests, and
improving communication efficiency between the client and server.

With GraphQL, clients can send a query that precisely specifies the shape and structure of the data they want to retrieve,
enabling a high degree of flexibility and control over data consumption. The server processes these queries and returns
the data in the exact format requested by the client, which simplifies the development process by decoupling the client-
side data needs from server-side implementations. This adaptability is beneficial for applications that require dynamic
interactions or have complex data needs, such as mobile apps or single-page applications (SPAs), where loading speed
and data optimization are crucial. Moreover, GraphQL can combine multiple requests into a single query, further
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reducing the number of network calls and improving overall application performance (Vadlamani, Emdon, Arts, &
Baysal, 2021).

f. JMetere

JMeter is an open-source software developed by Apache, used for performance testing, load testing, and functional
testing of applications. It is a powerful tool used to measure the performance of various types of applications, protocols,
and servers (Tiwari, Upadhyay, Goswami, & Agrawal, 2023). The API will be tested by simulating API execution with
scenarios that align with the predetermined testing methods and subsequently obtaining the performance data of the
API to be evaluated (Hasan & Muhammad, 2020).

In the next stage, testing is conducted using JMeter to evaluate the performance of the three API protocols: REST,
SOAP, and RPC. This testing involves stress testing, load testing, and performance testing to measure aspects such as
response time, throughput, concurrency, latency, and error handling (Indrianto, 2023). The test data is analyzed using
statistical methods and graphical representations to compare the performance of each protocol (Mahajan, Attar, &
Kalamkar, 2022). Finally, the researcher concludes the findings and results of the study, summarizing the problem
statement, the significance of the findings, limitations, suggestions, and practical implications to provide
recommendations for application development. The research flowchart illustrates the process from the literature review
to system testing and result analysis, ensuring the system functions according to specifications. Figure 1 is the flowchart

of the study.
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Figure 1. Research flow

3. Results and Discussions

3.1. Application Development Design

After conducting an in-depth literature review on various protocol models for server APl development, including REST,
SOAP, GraphQL, and RPC, the next step is to implement a server as the test object. This server will be built following

the methodology and design planned in the research framework. The development process involves not only selecting
the appropriate technology but also ensuring that the server can meet all the predefined criteria and testing scenarios.
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Thus, the server built will serve as a valid platform for conducting comparative testing and performance evaluation
according to the research objectives.

3.2. Testing Environment

Once the four API protocol models (REST, SOAP, GraphQL, and RPC) are developed, the next step is to set up an
appropriate testing environment. This environment is crucial to ensure that each protocol model can be tested
consistently and comprehensively. The research will be conducted in an online server environment using a provided
hosting service.

3.3. Analysis and Comparative Results

The analysis results will address the research problem, which is the main objective of this study. The table below
summarizes several points from the server API speed test, including both load and stress tests conducted on the four
API architecture models: REST, SOAP, GraphQL, and RPC. The AVG value (in milliseconds) is obtained from the
load test results, and the Error percentage (%) is derived from the stress test, serving as a benchmark for performance
comparison among the models.

a. Read Simulation

Table 1. Read simulation result

Read Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 337 160 155 236
Error (%) 16.40 10.20 9.80 0.40

Based on the results of the API read simulation test, the performance of several types of APIs can be compared. The
REST API showed an average response time of 337 ms with an error rate of 16.40%, indicating suboptimal performance
under high load conditions. In contrast, the SOAP API had an average response time of 160 ms and an error rate of
10.20%, demonstrating better performance compared to the REST API. GraphQL exhibited the best performance, with
an average response time of 155 ms and an error rate of 9.80%, making it an efficient and reliable choice. Finally, RPC
had an average response time of 236 ms and a very low error rate of 0.40%, showing good stability under high load
conditions, even though its average response time was higher than SOAP and GraphQL.

b. Create simulation

Table 2. Create simulation result

Create Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 315 236 155 247
Error (%) 8.40 9.80 14.80 0.00

Based on the results of the API create simulation test, the REST API recorded an average response time of 315 ms with
an error rate of 8.40%, indicating decent performance but with room for improvement. The SOAP APl was more
efficient, with an average response time of 236 ms, though it had a slightly higher error rate of 9.80%. GraphQL
demonstrated the fastest average response time of 155 ms but had a relatively high error rate of 14.80%, suggesting that
while it is fast, its stability needs enhancement.

RPC showed the most stable performance, with an average response time of 247 ms and no errors (0.00%). Although
RPC's response time was higher than that of GraphQL, the absence of errors indicates excellent reliability. These test
results suggest that SOAP API and GraphQL offer better speed compared to REST API, albeit with some error-related
challenges, while RPC provides the highest stability, despite not being as fast as GraphQL. The choice of API depends
on the priority between speed and stability according to the application's needs.

c. Update simulation

Based on the results of the APl update simulation test, the REST APl demonstrated an average response time of 368
ms with an error rate of 14.40%. This indicates that the REST API has a relatively high average response time and a
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significant error rate, reflecting suboptimal performance under high load. In contrast, the SOAP API showed better
performance, with an average response time of 156 ms and an error rate of 9.60%, indicating a lower response time and
fewer errors compared to the REST API.

Table 3. Update simulation result

Update Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 368 156 156 245
Error (%) 14.40 9.60 14 0.20

GraphQL also exhibited a fast average response time of 156 ms but had a relatively high error rate of 14%. This suggests
that while GraphQL is efficient in terms of speed, its stability still needs improvement. Meanwhile, RPC showed stable
performance with an average response time of 245 ms and a very low error rate of only 0.20%. Although its average
response time is higher than that of SOAP and GraphQL, the very low error rate indicates that RPC is highly reliable
and stable under high load conditions.

d. Delete simulation

Table 4. Delete simulation result

Delete Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 214 170 154 237
Error (%) 10 13.40 13.40 0.20

Based on the results of the API delete simulation test, the REST API demonstrated an average response time of 214 ms
with an error rate of 10%. This indicates reasonably good performance with an acceptable response time and moderate
error rate, suggesting adequate stability. On the other hand, the SOAP API showed a faster average response time of
170 ms but had a higher error rate of 13.40%, indicating that while it is faster, its stability still requires improvement.

GraphQL had the fastest response time at an average of 154 ms; however, since the error rate is not mentioned, it is
difficult to assess its overall stability. Meanwhile, RPC showed very stable performance with an average response time
of 237 ms and a very low error rate of just 0.20%. Although its response time is higher than that of SOAP and GraphQL,
the very low error rate suggests that RPC is highly reliable and stable in data deletion scenarios.

e. Sorting simulation

Table 5. Sorting simulation result

Sorting Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 216 172 153 267
Error (%) 8.40 13.80 13.80 0.00

Based on the results of the API sorting simulation test, the REST APl demonstrated an average response time of 216
ms with an error rate of 8.40%. This indicates reasonably good performance with an acceptable response time and a
moderate error rate, suggesting adequate stability. The SOAP API showed a faster average response time of 172 ms but
had a higher error rate of 13.80%.

GraphQL exhibited the fastest response time with an average of 153 ms, but it also had a relatively high error rate of
13.80%. This indicates that while GraphQL is efficient in terms of speed, its stability still requires improvement. RPC
displayed very stable performance with an average response time of 267 ms and no errors (0.00%). Although its
response time is higher compared to SOAP and GraphQL, the absence of errors suggests that RPC is highly reliable
and stable in sorting scenarios.

f.  Searching simulation

Based on the results of the API searching simulation test, the REST API demonstrated an average response time of 315
ms with an error rate of 14%. This indicates that the REST API has a relatively high response time and a significant
error rate, showing suboptimal performance under high load. The SOAP API performed better with an average response
time of 167 ms, though it had a slightly higher error rate of 14.80%, indicating that while SOAP API is faster, it still
has stability issues.
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Table 6. Searching simulation result

Searching Simulation

Model REST API SOAP API GraphQL RPC
Avg (ms) 315 167 171 238
Error (%) 14 14.80 15 0.00

GraphQL achieved a fast average response time of 171 ms, but it also had a relatively high error rate of 15%. RPC
showed very stable performance with an average response time of 238 ms and no errors (0.00%). Despite its higher
response time compared to SOAP and GraphQL, the absence of errors indicates that RPC is highly reliable and stable
in searching scenarios.

In this section, we discuss the results obtained from the research experiments, focusing on the comparison and insights
derived from the data. The study aimed to evaluate the performance of various APl protocols—REST, SOAP,
GraphQL, and RPC—across different operations such as create, update, delete, sorting, and searching. The results
indicate that each protocol has its strengths and weaknesses.

GraphQL proved to be highly efficient with the fastest response times in most simulations, making it a strong choice
for applications requiring rapid data interaction. However, despite its high speed, GraphQL also showed higher error
rates, suggesting that stability and error handling need improvement for more consistent performance. On the other
hand, SOAP demonstrated good performance with a balance between speed and stability. Although its response times
were slightly slower compared to GraphQL, SOAP had lower error rates, indicating better reliability in the operations
performed.

REST API, meanwhile, exhibited higher response times and significant error rates, especially under heavy load. This
suggests that REST might not be the best choice for applications requiring high performance and stability. However,
the simplicity and flexibility of REST make it suitable for applications with lighter loads. Conversely, RPC showed the
most stable performance with very low error rates across simulations, though its response times were not as fast as other
protocols. The reliability of RPC makes it ideal for applications requiring high data integrity and stability, even if it
sacrifices some speed.

The comparison of measured data with theoretical models confirms the strengths and weaknesses of each protocol. The
high speed of GraphQL supports its efficiency in dynamic data interactions, while the low error rates of RPC confirm
its reliability. The balanced performance of SOAP reflects its design focus on resilience and security. These findings
highlight the trade-offs between speed and stability and the importance of effective error handling. Future research
could explore ways to enhance GraphQL's stability or improve RPC's speed. Integrating recent metrics that consider
security and scalability could provide a more comprehensive assessment of API performance. These insights offer
practical guidance for developers in selecting the API protocol best suited to their application’s needs and priorities.

4, Conclusion

The performance analysis of various API protocols, including REST, SOAP, GraphQL, and RPC, reveals significant
differences in terms of response speed, stability, and error rates. GraphQL stands out with the fastest response times in
most simulations, making it highly efficient for applications that require rapid and dynamic data interactions, such as
e-commerce and social media platforms. Despite its speed advantage, GraphQL exhibits a relatively high error rate,
indicating a need for improvements in stability and reliability.

Conversely, RPC provides excellent stability and reliability with a very low error rate, although its response times are
slower compared to GraphQL and SOAP. This makes RPC an ideal choice for applications requiring high consistency
in data communication, such as backend systems for banking applications or Enterprise Resource Planning (ERP)
systems. While RPC's response time is slightly higher, its stability and reliability are highly valuable for applications
with critical transactional needs.

SOAP APIs demonstrate better performance than REST in terms of speed and security. With faster response times and
support for robust security and transactional features, SOAP is a suitable choice for applications requiring compliance
with high regulations and standards, such as healthcare management systems or integration with formal web services.

In contrast, REST APIs exhibit the slowest response times and a relatively high error rate under heavy load, making
them less optimal for applications requiring fast responses or high stability. REST APIs are more suitable for
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applications with simple architectures and light to moderate workloads, such as blogging platforms or news websites,
where simplicity and flexibility are the primary priorities.
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